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Problem

Although existing technologies

such as

anti-viruses and

signature-based detection have been successful in identifying
and removing basic forms of malware, they commonly feature
severe limitations that hinder their effectiveness with more
complex forms of malware. Difficulties in dealing with technigques
such as obfuscation, code injection, rootkit techniques, as well
as the constant rise of new, more potent methods highlights the

need for a more robust,

detection strategy.
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An alternative approach 1o solve such issues by using a Convolutional
Neural Network to classify malware images based on their shared
features. This is done by converting malware byte files into images,
which are used as input features for the network. The network learns to
classify each image into separate families, based on similar features.
The Malimg dataset [1], a collection of over 9,000 uniqgue malware
byte images classified into 25 families based on shared features was
used to frain the model. This approach disregards the need to inspect
source code, dramatically improving its efficiency and effectiveness
compared to past solutions, thus resulting in significant potential for
accurately classitying and eventually eradicating malware.
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Figure 1: Sample pictures of the mallmg dataset from each of the 25

different malware families
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Model Architecture

Table 1: Model Layers/Settings

Layer Name

Layer Parameters

Input (shape=(64, 64, 3))
Conv2D (32, (5, 5), activation="relu’)
MaxPooling2D NA
BatchNormalization NA
Conv2D (64, (3, 3), activation="relu’)
MaxPooling2D NA
BatchNormalization NA
Conv2D (128, (3, 3), activation="relu’)
MaxPooling2D NA
BatchNormalization NA
Conv2D (256, (3, 3), activation="relu’)
MaxPooling2D NA
BatchNormalization NA
Flatten NA
Dense (512, activation="relu’)
Dropout (0.5)
Dense (25, activation="soltmax’)

model.compile

(optimizer="adam’,
loss="categorical _crossentropy’.
metrics=|"accuracy’|)

model.fit

(X_train, Y_train, epochs=10, batch_size—=64,

validation_data—=(X_test, Y_test))
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Figure 2: Accuracy v Epoch Graph

Challenges

While performing well overall, the model struggled significantly
on classifying family 5, misidentifying every example image as
family 24. After inspection, | noted that the two families shared
extremely similar, redundant features, likely confusing the model.

Figure 4: Malware sample Class 5

Figure 5: Malware sample Class 24

Confusion Matrix
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Figure 6: ROC Curve Graph
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Figure 3: Loss v Epoch Graph

Figure 7. Confusion Matrix

Conclusion

The final model scored 0.96 on Accuracy, 0.95 on Precision, 0.96
on Recall, and 0.95 on F1-Score (weighted). As seen by the test
results, the usage of CNNs in malware classification and
detection holds vast potential as a compelling alternative to
traditional methods. Our plan going forward will now be to
expand the models we will use. In this case, we use @
convolutional neural network, but we are planning to use models
such as ResNet, EfficientNet, VGG-16, and Inception.
Furthermore, with the addition of these newer models, we will
also be adding other datasets, to be able to test on a wide
variety of criteria and types of malware. By being able to use
specially frained Al models to classity malware, it will allow many
of the modern day issues with malware classification be solved.
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