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Purpose:

• The purpose of this study is to explore the 

application of Elliptic Curve Cryptography 

(ECC) and its different forms, such as Hyper 

ECC and Supersingular Elliptical Curves 

(SECC), in enhancing mobile security.

• ECC is gaining prominence due to its ability to 

provide the same level of security as other 

cryptographic systems but with significantly 

smaller key sizes, making it particularly suited 

for mobile devices.

1) Review of ECC's Mathematical Foundations and 

Properties.

2) Utilization of ECC’s Cryptographic Principles in 

Mobile Security.

3) Examination of the Discrete Logarithm Problem 

and SECC’s Approach:

• Weierstrass Form:  ECC is primarily based on the 

mathematical structure of elliptic curves. The 

standard Weierstrass equation, 𝑦2=𝑥3+𝑎𝑥+𝑏, defines 

the curve, where ‘a’ and ‘b’ are constants that 

determine the shape and properties of the curve. 

This form is widely used because of its simplicity and 

the efficiency it provides in computation, making it 

suitable for cryptographic applications.

• Hyper ECC Application: Hyper Elliptic Curve 

Cryptography (Hyper ECC) extends ECC by using 

curves of higher genus (greater complexity), 

providing even more compact key sizes and 

potentially greater security. It uses higher-order 

polynomials to define the curve, allowing for a more 

intricate and secure cryptographic system, especially 

for resource-constrained environments like mobile 

devices.

• Public Key Cryptography: ECC operates on the 

principles of public key cryptography, where a pair of 

keys (public and private) are generated based on 

elliptic curve mathematics. The public key can be 

distributed openly, while the private key remains 

confidential. The security of ECC lies in the difficulty 

of solving the Elliptic Curve Discrete Logarithm 

Problem (ECDLP), which is computationally 

infeasible to break with current technologies.

• Discrete Logarithm Problem: ECC’s security is 

underpinned by the ECDLP, which involves finding a 

scalar multiplier given two points on the elliptic curve, 

a task that is computationally difficult. This 

complexity forms the core of ECC’s resistance to 

attacks.

METHODS RESULTS

• Findings suggest ECC’s smaller key sizes result in 

reduced computational load, which is critical for 

mobile devices with limited processing power and 

battery life.

• Hyper ECC can be seen as a stronger alternative 

to standard ECC, while SSEC is highlighted as a 

post-quantum option.

• Applications include secure messaging, digital 

signatures, and authentication, providing solid 

solutions for secure communications and 

transactions.

• Supersingular Elliptic Curves (SSEC) in Quantum 

Context: As quantum computing advances, 

traditional ECC might become vulnerable due to 

quantum algorithms like Shor’s algorithm. SSEC 

offers a potential solution, being more resistant to 

quantum attacks. These curves utilize isogenies 

between supersingular elliptic curves, creating a 

complex structure that current quantum algorithms 

cannot efficiently solve, positioning SECC as an 

ideal candidate for post-quantum cryptography.

• ECC and its variations offer substantial benefits 

over traditional encryption methods like RSA, 

particularly in mobile security contexts.

• Its efficiency and smaller key size make ECC 

ideal for resource-constrained environments like 

smartphones.

• Future developments, such as quantum-resistant 

algorithms, will further enhance ECC's potential 

in securing mobile platforms.
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Figure 1: ECC Forms

Figure 6: Rivest-Shamir-Adleman (RSA) and ECC 

Comparison
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Cryptography
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