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The problem with Supervised Machine Learning

Supervised machine learning (ML) models are widely used to tackle the
problem with intrusion detection; however, these approaches face limitations:

« Large amounts of labeled data are required for supervised ML models.

* Real world datasets are limited due to privacy and security policies.

» Synthetic datasets are prevalent and are unable to generalize well.

 Supervised ML models suffer from the domain shift problem [1].

* Detecting new attacks are unlikely without new features or retraining.

Figure I. Supervised Machine Learning Framework
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Proposed Solution

Transfer Learning
Transfer Learning (TL) will allow us to overcome the limitations of supervised
(ML) by transferring the knowledge of the source domain to the target domain.
TL helps us address the challenges such as data scarcity and the domain shift
problem [1].

Benefits of Transfer Learning
* Transfers knowledge across domains.
* Reduces the amount of labeled data required.
* Reduces training time.
* Enhances performance in target domains.
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Proposed Solution Models

Transfer Learning Framework
We will use a large dataset labeled Distribution, to train our model. For a new
dataset label Distribution,, we will transfer the knowledge or weights to the new
Iteration. New Iterations correspond to new datasets with transferred weights.

Figure Il. Transfer Learning Framework
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Experimental Results

Figure I1l. Proposed Algorithm Results
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Experimental Results

Transfer Learning Multi-Kernel SVM Results
Figure IV. shows an increase In average and best accuracy with the transfer
learning multi-kernel SVM model. The overall accuracy increased with 9
transfer Iterations.

Figure IV. Avg and Best TL
Accuracies Over 9 Iterations
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Iteration

In each Iteration, the average accuracy across 100 weight optimizations Is
nearly the same as the best accuracy for that transfer iteration. This suggests the
model generalizes well since the average accuracy consistently approaches the
optimal performance.

Conclusion and Future Work

Transfer learning and multi-kernel support vector machines give a promising
new foundation In intrusion detection. Transfer learning MKSVM algorithms
are expected to outperform conventional supervised ML technigues in detecting
network anomalies. For future experiments, it would be worth testing how the
percentage of target data in the source dataset affects the overall accuracy. It
would also be worth testing how a deterministic MKSVM affects the accuracy.
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